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 IPv6 & Security
  

 No security expert talking here
 

 This is not a security talk
 Not really 

 More an IPv6 talk
 Using security as background 



 IPv6
 
 

 Big Addresses
 

 That’s it!
 Minor other changes
 Many useful

 one way or another
 None significant 

 Big Addresses
 

 Clearly allows lots more connectivity
 The Motivation for IPv6 

 Provides other benefits 



 IPv6 & Security
 

 

 IPv6 has IPsec
 So does IPv4 

 IPv6 implementations should include IPsec
 Less common with IPv4
 So IPv6 should be able to use IPsec 

 But IPsec is no panacea
 must deal with key distribution
 (and more)

 Aside from (some) VPNs
 IPsec is not much used 



 IPv6 & Security (2)
 

 

 IPsec is not much used
 This is/was partly caused by

 US Govt export restrictions
 

 Unlikely that IPsec will suddenly become popular
 TLS (SSL) used instead
 Transport Layer Security

 IP version independent
 IPv6 changes nothing 



 IPv4 & Security
  

 Types of Security
 Privacy
 Authentication
 Non-Repudiation

 

 A different taxonomy
 Web security

 access permission
 transmission security

 Remote login
 password transmission

 VPN
 traffic restrictions

 LAN control 



 IPv4 & Security & LANs
 
 

 Two major issues
 Who can connect to LAN?

 Not IP related
 Ignore this one

 Who can use which address? 

 DHCP
 Address Allocation
 But not useful for security

 Hosts not required to use DHCP
 Cannot rely upon DHCP provided security

 Security of DHCP itself unrelated 



 IPv4, Security & LANs (2)
  

 ARP
 Address Resolution Protocol 

 Controls Address ownership
 Maps IP address into MAC address 

 No security at all
 Client:

 Who has address X
 Anyone:

 Address X is mine! 

 Any host on LAN can claim any address
 DNS Server
 Router
 Security servers (Key servers...) 



 IPv6 & Security & LANs
 
 

 IPv6 does not use ARP
 

 Neighbour Discovery (ND)
 replaces ARP

 

 More efficient?
 Yes

 

 More secure?
 No

 

 Basically the same as ARP
 Ask who owns an address
 Someone replies

 

 More later... 



 Using IPv6’s Advantages
 
 

 Just one real difference in IPv6
 Bigger Address Field

 

 This must be THE advantage of IPv6
 

 Each LAN
 64 bits of address space

 

 Allows autoconfiguration
 Allows other innovative uses 

 First innovation
 Random Addresses

 Privacy Addresses 



 IPv6 Privacy Addresses
 

 

 Remote nodes
 Able to record addresses
 Keep record of activity by each address

 

 IPv4
 Older times - multiuser hosts

 IP address did not identify user
 More recently - PCs

 NAT hides true origin of connection
 IPv6

 Still mostly use PCs
 No NAT

 PC’s global address known to remote site
 effectively identifies user

 

 So:
 Change address frequently
 Use a random number for local part 



 Privacy Addresses (2)
 
 

 IPv6 Addresses
 Local part 64 bits

 One of those is local/global (G)
 Set to 1 for autoconfigured addresses

 When G==0
 Remaining 63 bits can be anything

 

 Once a day (or whatever)
 Pick new 63 bit random number
 Verify no-one else using it

 Probability very low
 If each node using 100 addresses
 Would need > 20,000,000 nodes on LAN

 to make it probable there is 1 address collision
 if collision happens

 Simply try again
 

 Assign and use address - today 



 Privacy Addresses (3)
 
 

 Use Random address today
 

 Tomorrow
 Pick a new random local part
 Use that for address

 

 Impossible for anyone to track use
 Anyone external to local LAN

 

 Result
 Same effective privacy as IPv4

 For everyone, not just NAT users
 Without NAT

 Using IPv6’s big addresses to advantage 



 IPv6 & Security & ND
 
 

 Use big addresses to improve ND
 

 IETF SEND Working Group
 (SEcure Neighbour Discovery)

 

 Similar to random addresses
 Instead of random number generator
 Use secure hash function

 Result looks about the same
 Just as effective for privacy purposes

 Can still generate new ones as needed
 Collision probability a little higher

 Remains insignificant
 Cost of generation higher

 Not done very frequently 



 CGA for IPv6
 
 

 Cryptographically Generated Addresses (CGA)
 Input to secure hash function

 Interface Identifier
 Public Key from new Private+Public pair
 other variable data (modifier + more)

 

 Result is 60 bit hash
 G bit remains 0
 Remaining 3 bits used

 help prevent brute force attacks
 Specify characteristic of 2nd hash result 



 IPv6 & Security & ND (2)
 
 

 For local nodes
 That is, nodes on the same LAN
 Nodes that use ND
 Nodes that could try to "steal" the address

 

 Provide
 All data input to hash function

 public key
 interface identifier
 modifier ...

 Any node can recompute hash function
 Validate that

 the public key
 and the generated address

 are related 

 All nodes have public key/CGA
 



 IPv6 & Security & ND (3)
 
 

 Public key/CGA pair available
 To all other nodes 

 Then also
 Sign message

 

 Using associated (secret) private key
 Public key verifies signature

 Known to belong with address
 

 Only node with private key can sign
 

 Owner of address
 Generated signature

 Proven by
 CGA relationship to public key  



 IPv6 & Security & ND (4)
 
 

 Use this technique
 for Neighbour Discovery

 

 Sign all ND messages
 Always use CGA for local part of address

 No node can claim another’s address 

 Notice:
 Nothing human configured was required
 No key distribution protocols required 

 SEND has more than this
 Methods to protect Router Advertisements
 Including authorising RA content 



 Conclusions
 
 

 IPv6 offers bigger addresses
 Not much more than that

 Compared to IPv4
 

 Bigger address field
 More available addresses
 More available connectivity

 Essentially unlimited
 

 Bigger Address field
 Also allows potential for innovation

 Securing ND is just one possibility
 

 There might be much more 
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